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Physical Security Checklist

How secure is your organization? Evaluate your current physical security measures by
filling out the checklist below.

Assign a rating of 0-5 based on your current implementation. Then, total your scores
and use the grading scale to assess your system's strengths, identify vulnerabilities,
and create a roadmap towards improving your overall physical security.




Criteria Grade (0-5)

Access Control

1. Are access points (doors, gates) secured with locks or access control systems?

2. Do you use key cards, biometric readers, or other authentication methods for
access control?

3. Are access codes regularly updated or changed?

4. s there a visitor management system in place to track and control access for
guests?

5. Are there policies in place to revoke access for terminated employees or

individuals who no longer require access?
Section Total [:

Security Cameras

1. Are there surveillance cameras installed in critical areas?

2. Do the cameras provide coverage of all entrances, exits, and vulnerable
areas?

3. Are the cameras regularly maintained and checked for proper functioning?
4. Is the footage from the cameras recorded and stored securely?

5. Are there policies in place to retain footage for a specific period of time?

Section Total

Alarm Systems

1. Are there real-time alerts and notifications for security incidents?

2. Are alerts delivered through multiple channels (email, SMS, mobile app, etc.)?

3. Can you customize the types of events that trigger alerts?
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4. Are there escalation procedures in place for critical alerts?

5. Are there logs or records of past alerts for review and analysis?

Section Total

Integrations

1. Does your security system integrate with other systems (access control, video
management, etc.?)

2. Do the cameras provide coverage of all entrances, exits, and vulnerable
areas?

3. Are the cameras regularly maintained and checked for proper functioning?

4. Is the footage from the cameras recorded and stored securely?

5. Are there policies in place to retain footage for a specific period of time?

Section Total

Checklist Total

Grading Scale:

0-20 points: Weak Security
21-40 points: Fair Security
41-60 points: Moderate Security
61-80 points: Strong Security
81-100 points: Excellent Security

Completing this checklist gives you insights into your
security system's strengths and areas for improvement.

If you find gaps or need better protection, Rhombus’
tailored security solution can help. Contact our team of
experts today to start securing your spaces.

Ready to upgrade your
physical security?

Contact the Rhombus team today! N
< sales@rhombus.com

% 1-877-746-6797
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